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Far More Than You Ever Wanted To Tell

Hidden Data In Document 
Formats



Maximillian Dornseif • Laboratory for Dependable Distributed Systems

The Problem

• Complex Dataformats

• We are not supposed to understand

• or we are not willing to understand

• Covert channels everywhere!



Tools of the Trade
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Word Converters
• Antiword

• Word 2, 6, 7, 97, 2000 and 2002

• http://www.winfield.demon.nl/

• catdoc & xls2csv

• no support for OLE streams

• http://www.45.free.net/~vitus/ice/catdoc/

• word2x

• http://word2x.sourceforge.net/



Maximillian Dornseif • Laboratory for Dependable Distributed Systems

Laola

• Laola “is a collection of documentations and perl programs dealing 
with binary file formats of Windows program documents.”

• Contains

• lclean - Laola Clean: “Saves the trash sections of e.g. Word 6, 
Word 7 or Excel documents to own files.”

• ldat -Laola Display Authress Title: “Lists author, title, creation 
date and some other information  sticked in a laola file. Gets 
printer information from Excel and Word  files.”

• lls - Laola List: “Lists the structure of a Laola document.”

• Elser - “password resolving, macro decoding”.

• Development ceased for 5 years.

• http://www.cs.tu-berlin.de/~schwartz/pmh/index.html
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wvWare

• used by abiword 

• tested by kword

• actively developed, but development lines 
are hard to understand:  WordView, wv, 
wv2, wvWare ...

• Tools

• wvText, wvHtml

• wvSummary, wvVersion
http://wvware.sourceforge.net/



Maximillian Dornseif • Laboratory for Dependable Distributed Systems

wvVersion, wvSummary
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wvToolkit
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wvText
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WordDumper
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WordDumper
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Examples
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Mail- & News-Headers
• RfC 822 and friends are well known in the 

techie community but a mystery to 
everybody else.

• Data in there possibly include: OS, IP, 
server, software and their versions, 
organisation, time, customer number at isp 
/ telephone number (!), etc.
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Incidents

• T-Online
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Config Files

• Config files which are not well understood 
are a security issue...

•  ... but also can result in disclosure of 
information which is not to be disclosed
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Incidents

• Apache

• BitchX
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HTML

• Complex programs generate complex 
HTML

• Most obvious:

• META generator

• Paths to local files
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Incidents

• <META Creator>

• <!-- comments -->

• Defaced web pages (attrition.org) 
<img src=”c:\...\Jon Doe\My Documents\coolpix.jpg”>
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PDF

• Looks like an “open standard” ...

• ... but very hard to decode in depth

• The Problem of censorship / redaction.
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Incidents

• Sniper Letter

• The Justice Dept's Attorney Workforce 
Diversity Study

• "Secrets of History: The C.I.A. in Iran"
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Exploiting hidden data
• Methods

• Copy black text on black ground

• Copy underlying graphics

• Remove overlaying graphics

• Very dependant on the amount of Adobe 
software you have at hand.
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MS Office
The MS Office document format is incredibly complex, 

undocumented and ever changing.
It is well known that’s full of unwanted data.
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History
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History
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What’s in there?
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Incidents

• UK Irak Dossier

• Transrapid / Rheinbraun / Managment-
Machbarkeitsstudie

• Melissa
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Irak Dossier
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Incidents

• Documented incidents include:

• Text from a completely unrelated 
document edited before appears in the 
file.

• Data deleted from the document or 
overwritten is appears in the file.
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JPEG/EXIF

• Many image formats contain comment 
fields which might disclose unwanted data.

• JPEG has the extensible EXIF format for 
meta data.

• There was a remarkable incident with EXIF 
thumbnails:
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techTV incident 
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techTV incident 
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Misc

• Starr Report

• Embedded Serials / GUIDS

• “unregistered” marks

• ...
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An Experiment
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An Experiment
• Idea

• Crawl the Web

• Download Documents

• Find the ones with hidden data.

• Problem:

• How to detect hidden data?
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The Byers Experiment

• Scalable Exploitation of, and Responses to 
Information Leakage Through Hidden Data 
in Published Documents, Simon Byers, IEEE 
Security & Privacy pp. 23-27, March / April 
2004
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My Experiment

• Crawling the Web fast is fun and hard

• lenz3 is my own experimental crawler

• testbed for “directed crawling”

• If it’s breaks, you can keep the parts:
http://c0re.23.nu/c0de/lenz2/
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“Crawl”
• Brute-Force approach: Nils Provos’ crawl

-0.4

• Needed a patch to l33ch MS Office 
documents instead of pictures: 
http://c0re.23.nu/c0de/misc/crawl-0.4-doc.patch

• Got a sustained transferrate of about 1000 
kb/s on a very fast Link.
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Execution

• Used searchengines as seed

• Selected downlodes Documents if

• MIME-type application/(msexel | 
mspowerpoint | msword | vnd.ms-excel | 
vnd.ms-powerpoint | vnd.ms-word | xls)

• MIME-type application/octet-stream and 
filename ended in .doc, .ppt, .xls

• Collected about 150.000 Documents



Maximillian Dornseif • Laboratory for Dependable Distributed Systems

Analysis

• Ran strings, antiword, catdoc, wv* on all 
files and dumped the output to files.

• Skimmed the resulds by hand / eye.
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Results

• Seen unbelievable misconfigurations of Web 
servers.

• E.g. status code 226

• Seen nothing breathtaking but many things i 
cosider interesting.
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MS Office 2003
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MS Office 2000
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GUID
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History Odyssey
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71 Revisions
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Auto Recovey
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Conclusions

• You never know what properitary formats 
carry

• Open formats are only part of a solution

• Spider the web and enjoy



Laboratory for Dependable Distributed Systems

Bonus Track
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PDF Scrubbing 
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PDF Scrubbing 
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PDF Scrubbing 
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Dave Aitel’s umask

• Tries to compare characteristics of text to

• guess if authors match

• authors are of the same region etc.

•  Minimal documentation


